Windows Security Check List
http://www.auburn.edu/oit/security/securityTips.html

	 

	Security Tips: 


	 

	 


	 

	User Accounts: 


	 

	--Log on 


	 

	--Set Password 


	 

	 


	 

	Install:

	 

	--Antivirus software

	 

	 


	 

	Backup Data:

	 

	--AU Employees

	 

	--AU Students

	 

	 


	 

	Get Updates:

	 

	--Service Packs

	 

	--Windows Update

	 

	 


	 

	Disable:

	 

	--File Shares

	 

	--Print Shares

	 

	--IIS

	 

	--Messenger
     Service 
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	Following the tips below will help establish a reasonable level of Windows operating system security. For information about more comprehensive security measures, contact your computer support team or visit Microsoft's Windows Security Web site.
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Log on to a Windows NT,2000 or XP computer with a user id (other than the default Administrator id) and a strong password.
 

[image: image3.png]



Install antivirus software and make sure it remains current.
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Backup important data regularly. 

· Backup Tips for AU Employees 

· Backup Tips for AU Students 
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Download and Install Current Service Packs for Windows. 

· Download current service pack from Microsoft. 

· Learn more about service packs.
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Use Windows Update to download and install critical updates for Windows, Internet Explorer and Microsoft Office. 

· Go to the Windows Update Web Site. 

· Learn more about Windows Update for Windows 200 and Windows XP 

· Learn more about Windows Update for Windows 98
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Do not set up file or print shares. 

· How to Disable File Shares. 

· How to Disable Printer Sharing.
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Do not install Internet Information services (IIS).




