Tips for Securing Windows 2000 Server

(http://www.microsoft.com/mspress/security/tips/031402.asp)
	Start with the Basics—Install the Latest Security Patches

	Security starts with an operating system that is up-to-date with the latest software. You should protect your servers by installing the latest service pack and reviewing your systems for necessary hotfixes. If you're not reviewing the hotfixes regularly issued by Microsoft, it's time to start. If you have not already done so, subscribe to Microsoft's Security Notification Service. This is a free e-mail service that provides information about the security of Microsoft products and how to protect your software and networks. To subscribe to the service, send an e-mail message to mailto:securbas@microsoft.com.
Microsoft releases hotfixes to address a single urgent issue such as a recently discovered security threat. Because of their urgent nature, it's important to keep in mind that hotfixes do not go through the same rigorous testing as other software releases. Therefore, you'll need to determine whether your network computers absolutely require the hotfix before installing it. Find out more about Microsoft security hotfixes at the Microsoft TechNet Security Web site.

	 

	Occasionally, Microsoft consolidates hotfixes and other software enhancements into a service pack. Service packs are tested more rigorously, but you should still review the service pack documentation to determine whether you should install it. The Windows 2000 Service Pack 2 (SP2) provides the latest updates to Windows 2000 operating systems.

	 

	Microsoft recently released one of the more important patches you can install. The Windows 2000 Security Rollup Package 1 (SRP1), released in January 2002, is a cumulative rollup of almost all the security updates that Microsoft has produced since Windows 2000 Service Pack 2. The package is applicable to Windows 2000 Server, Windows 2000 Advanced Server, and Windows 2000 Professional. This rollup is an easy way to manage and install security fixes on your servers and client computers.


	Protect the All-Important Administrator Account

	If the server is the center of your network, then the Administrator account is the key to everything. Protect it accordingly. This means configuring the account with strong security settings using the Local Security Policy snap-in:

1. Select Start, Programs, and then Administrative Tools. 

2. Click Local Security Policy (or Domain Security Policy in a domain environment). 

3. Choose Security Settings, and then open Account Policies, to configure various settings such as the password policy.
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Figure 1: Local Security Policy enables you to configure security settings of the local machine within the Group Policy.

	 

	The first area you'll want to focus on is the minimum Administrator password length (by all means, never use a blank password). Because longer passwords make for better security, I suggest you set a minimum password length of at least eight or nine characters. If you can throw in a punctuation mark or nonprinting ASCII character as you set the password, that's even better.

Regularly changing the Administrator account password is another technique that provides security. The default expiration is 42 days, but you should choose a maximum password age that is appropriate for your network. You can also configure the Administrator account to automatically disable if there are a pre-determined number of logon failures. This helps protect the account from random password attacks. A reasonable threshold of attempts is between 7 and 15. 

Another idea that will help thwart attackers is to rename your Administrator account to something that is not as obvious as the default “Administrator.” You'll want to rename the domain Administrator account and the local Administrator account on each server. 

While you're at it, use the Domain Security Policy snap-in to enforce the same password policies for your users. You'd be surprised how many administrators allow users to weaken security by never changing passwords or using short, easily guessed passwords.

	 

	Disable Unnecessary Services and Accounts

	After you have secured your Administrator account, you should next turn your attention to disabling any services on the server that are not required. For example, if your server does not perform the role of a Web server, you should disable all Internet Information Services (IIS) services. In general, the fewer services and applications you have running on the server, the more secure it is (not to mention, it will run more efficiently).

Use the Services and Applications node in the Computer Management console to manage properties of any server service or application installed on the Windows 2000 server. To view or manage services:

1. Select Computer Management from the Administrative Tools menu. 

2. Open Services and Applications. 

3. Click Services to display all available services on the server.
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Figure 2: Use the Computer Management console to disable unnecessary services on a server.

Finally, use the Computer Management console to disable or delete any active accounts that are not absolutely required for the server. One account in particular is the Guest account, which is disabled by default in Windows 2000 Server. If the account has been enabled, you might want to disable the Guest account on the local machine.


	Know Your Network—Start Auditing

	After you've implemented these and other security precautions, how do you know they're working? By enabling auditing, you can monitor the events on your server and take action if there is any suspicious activity. Although it is an easy procedure to enable auditing, it doesn't come without a cost. You'll need to dedicate the time each day (or each week) to reviewing the logs for interesting events.
Before you can review the audit logs, you'll need to enable auditing through the Audit Policy setting of Group Policy:

1. Choose Active Directory Users and Computers from the Administrative Tools menu. 

2. Right-click the domain name in the console tree, and choose Properties from the shortcut menu. 

3. Click the Group Policy tab and then the Edit button. 

4. In the left pane of the Group Policy console, click your way through Computer Configuration, Windows Settings, Security Settings, and Local Policies to reach Audit Policy.
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Figure 3: Enable Audit Policy using the Group Policy snap-in.

5. Right-click each event category you want to audit, and choose Security. 

6. In the dialog box that opens, select the check box to define the setting, and select the option to audit successful and/or failed attempts.

	Try to resist the temptation to audit everything, because each audited event takes system resources. You can always add more events later. In addition, the logs can become large and difficult to review. I recommend you start auditing a few basic events:

· Logon and logoff information. Review logon failures for random password attacks. 

· Shutting down and restarting Windows 2000 Server 

· File and folder access 

· Password changes 

· Attempts to make changes to Active Directory Objects 

· Policy changes

After you've defined the events you're logging, you can then begin monitoring them. To view the security log:

1. Open Event Viewer from the Administrative Tools menu. 

2. Click Security Log. 

3. Double-click any entry to see more information about it. 

To remind you to view your logs regularly, you may want to add a shortcut to Event Viewer on your desktop or place Event Viewer in your startup folder.


