Improve Windows Servers Security

(http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/tools/ChkList/wsrvSec.asp)
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	To improve Windows Servers security, we recommend performing the following steps.

Windows 2000 Servers 



1. Visit the Windows Update site and install the latest service packs and critical updates. Some updates must be installed alone and will require a reboot. Visit Windows Update as many times as necessary to install all critical updates. Refer to the Microsoft Windows 2000 Service Pack Installation and Deployment Guide for detailed information about how to manually install service packs, uninstall service packs, and add them to an install directory. 

2. Configure Automatic Updates to automatically notify you of the availability of new security fixes. If possible, configure Automatic Updates to automatically download updates and install them without manual intervention. For more control over updates, use Microsoft Software Update Services, Microsoft Systems Management Server, or a similar solution to reduce the labor associated with deploying patches. 

3. Keep up with the latest security patches by using the Security Bulletins Search. 

4. Follow the Microsoft Windows 2000 Server Baseline Security Checklist. 

Update your anti-virus tools and signature files from viruses. Check out the Virus Alerts regularly. 

5. Read Securing Windows 2000 Server, Security Operations Guide for Windows 2000 Server, and the Security Administration Operations Guide. 

6. Use the Baseline Security Analyzer to scan and evaluate the security of your system. 

7. To secure your Web servers (IIS 5.0), see the Web Services section below. 

Windows NT 4.0 Servers 
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1. Install Windows NT 4.0 Service Pack 6a if you have not done so already. 

2. Install Windows NT 4.0 Security Roll-up. This must be installed after Windows NT 4.0 Service Pack 6a. 

3. Visit the Windows Update site and install the latest critical updates. Some updates must be installed alone and will require a reboot. Visit Windows Update as many times as necessary to install all critical updates. 

4. Follow the Microsoft Windows NT 4.0 Server Baseline Security Checklist. 

5. Keep up with the latest security patches by using the Security Bulletins Search. 

6. Update your anti-virus tools and signature files from viruses. Check out the Virus Alerts regularly. 

7. Read the Securing Microsoft Windows NT Installation paper. 

8. Use the Baseline Security Analyzer from a Windows 2000 or Windows XP system to scan and evaluate the security of your Windows NT 4.0 Server. Specifically, identify and install missing updates as necessary. 

9. To secure your Web servers (IIS 4.0), see the Web Services section below. 

Internet Information Services 
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Web servers are often targeted by security attacks, and Microsoft has provided some tools to help you. Please follow this step if IIS will be running on this system.

IIS 5.0

· Secure the Windows 2000 operating system, including installing all service packs and critical updates, as described in the Windows 2000 Servers section above. 

· Run the IIS Lockdown Tool, which includes URLScan. Customize the URLScan configuration to your application requirements. 

· Read the From Blueprint to Fortress: A Guide to Securing IIS 5.0 white paper. 

· Follow the steps in: Manage Security of Your Windows IIS Web Services. 

· Follow the Secure Internet Information Services 5 Checklist. 

· Review the National Security Agency’s Guide to the Secure Configuration and Administration of Microsoft Internet Information Services 5.0. 

IIS 4.0

· Secure the Windows NT 4.0 Server operating system, including installing all service packs and critical updates, as described in the Windows 2000 Servers section above. 

· Install the Microsoft Index Server from the Windows NT 4.0 Server Option Pack to use the IIS Lockdown Tool. 

· Reinstall Windows NT 4.0 Service Pack 6a to update the files installed by the Windows NT 4.0 Option Pack. 

· Run the IIS Lockdown Tool. 

· Follow the Microsoft Internet Information Server 4 Security Checklist. 

Ongoing Security Maintenance 
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Without ongoing maintenance, your system can become vulnerable to new forms of attacks. Further, the security of your system will degrade over time due to human error of administrators managing the system. Follow these recommended steps on a regular basis: 

1. Use the Baseline Security Analyzer regularly to scan and evaluate the security of your system. 

2. Subscribe to the Microsoft Security Notification Service. This is a free email notification service that Microsoft uses to send information to subscribers about the security of Microsoft products. 

3. Use the Windows Update Web site to check for the latest Recommended and Critical updates. 

4. Configure Automatic Updates to automatically notify you of the availability of new security fixes. If possible, configure Automatic Updates to automatically download updates and install them without manual intervention. For more control over updates, use Microsoft Software Update Services, Microsoft Systems Management Server, or a similar solution to reduce the labor associated with deploying patches. 

5. As new security fixes become available, it is important to apply these new fixes. Microsoft has created the Qchain tool to chain hotfixes together in order for only one reboot to be required when installing several fixes. 

6. Read Best Practices for Applying Service Packs, Hotfixes, and Security Patches. 

For More Information 
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Additional information in keeping your servers secure is as follows: 

· More Windows 2000 Security Information 

· More Windows NT Security Information 

· More IIS Security Information 

· Security Best Practices 

· Security Tools and Checklists 


