CPSC 6899 – Independent Study



Fall 2005
Dr. Wayne Summers – Instructor

Office: CCT455




Office phone: (706) 568-3057 
Department phone: (706) 568-2410


Department FAX: (706) 565-3529
Office Hours: 11-11:50 a.m. MWF (in online chat); 2-2:50 p.m. TR (in online chat); via e-mail, net-meetings and by appointment 
e-mail address: summers_wayne@colstate.edu 
homepage:http://csc.colstate.edu/summers
TITLE: Network Management
TEXTBOOK: Subramanian, Rami (2000).  Network Management: Principles and Practices.

Objective: The objective of this independent study is to research network management and security.
Learning Objectives:

· The student will be able to discuss the five major functional areas of network management (Configuration, Fault, Accounting, Performance, and Security).
· The student will be able to understand the following subjects as they relate to the five functional areas mentioned above:

· SNMPv1, SNMPv2, SNMPv3 

· ASN.1

· Remote Network Monitoring

· Web-Based Network Management

· Wireless Networks and Wireless Network Management

· Broadband Network Management: ATM, Cable, DSL.

· Network Management Tools & Applications

· The student will have a clear understanding of the relationship between Network Management and Security.

Tasks:
· Every two weeks, submit a weekly status report.  This report will be submitted every other Friday, by midnight.  Unless otherwise noted.
· 9/2, 9/9, 9/23, 9/30, 10/28, 11/11, 11/28*, 12/9
· 11/25- Thanksgiving Holiday.  Report submitted following Monday.
· 10/14 is Friday before mid-term.  Report will included in Mid-term report
· Every week a virtual meeting. 
· During the weekly meeting, provide a brief on research for the week and gain feedback and be presented with new questions and challenges. 
· October 17
· Mid-Point Report
· December 9
· Final Presentation/Report
· The student will write a formal paper on Network Management and Security.

Evaluation
Participation – 25% of grade

Term paper – 75% of grade
Grades may be determined according to this scale: 

	A 90% - 100% 
	B 80% - 89%

	C 70% - 79% 
	D 60% - 69%


ADA Statement: If you have a documented disability as described by the Rehabilitation Act of 1973 (P.L. 933-112 Section 504) and Americans with Disabilities Act (ADA) and would like to request academic and/or physical accommodations please contact Joy Norman at the Office of Disability Services in the Center for Academic Support and Student Retention, Tucker Hall (706) 568-2330, as soon as possible. Course requirements will not be waived but reasonable accommodations may be provided as appropriate.
Academic dishonesty
Academic dishonesty includes, but is not limited to, activities such as cheating and plagiarism (http://aa.colstate.edu/advising/a.htm#Academic%20Dishonesty/Academic%20Misconduct). It is a basis for disciplinary action. Any work turned in for individual credit must be entirely the work of the student submitting the work. All work must be your own. [For group projects, the work must be done only by members of the group.] You may share ideas but submitting identical assignments (for example) will be considered cheating. You may discuss the material in the course and help one another with debugging; however, any work you hand in for a grade must be your own.  A simple way to avoid inadvertent plagiarism is to talk about the assignments, but don't read each other's work or write solutions together unless otherwise directed by your instructor. For your own protection, keep scratch paper and old versions of assignments to establish ownership, until after the assignment has been graded and returned to you. If you have any questions about this, please see your instructor immediately. For assignments, access to notes, the course textbooks, books and other publications is allowed. All work that is not your own, MUST be properly cited. This includes any material found on the Internet. Stealing or giving or receiving any code, diagrams, drawings, text or designs from another person (CSU or non-CSU, including the Internet) is not allowed. Having access to another person’s work on the computer system or giving access to your work to another person is not allowed. It is your responsibility to prevent others from having unauthorized access to your work.
No cheating in any form will be tolerated. Penalties for academic dishonesty may include a zero grade on the assignment or exam/quiz, a failing grade for the course, suspension from the Computer Science program, and dismissal from the program. All instances of cheating will be documented in writing with a copy placed in the Department’s files. Students will be expected to discuss the academic misconduct with the faculty member and the chairperson. For more details see the Faculty Handbook: http://aa.colstate.edu/faculty/FacHandbook0203/sec100.htm#109.14 and the Student Handbook: http://sa.colstate.edu/handbook/handbook2003.pdf

	Week
	Topics
	Textbook Chapter

	8/22 -8/26
	Basic Review of Networks
	Douglas E. Comer

	8/29-9/2
	Basic Review of Networks
	Douglas E. Comer

	9/5-9/9
	Network Management Architectures & Applications

1. Management Standards and Models 

2. Network Design Issues for the Project 
	Chapter 1 & 3

	9/12-9/16
	Network Management Functions - Configuration 
1. Configuration Management & Auto-discovery 

2. Configuration Database & Reports 

3. Abstract Syntax Notation One (ASN.1) 
	Chapter 13.1

	9/19-9/23
	Simple Network Management Protocol - SNMP v1 
1. Structure of Management Information 

2. Std. Management Information Base (MIBs) 

3. SNMPv1 Protocol 
	Chapter 4 & 5

	9/26-9/30
	Network Management Functions - Fault 
1. Fault Management 

2. Fault Identification and Isolation 

3. Event Correlation Techniques 
	Chapter 13.2 – 13.4

	10/3-10/7
	Simple Network Management Protocol - SNMP v2 
1. Version 2 Protocol Specification 

2. Version 2 MIB Enhancements 

3. MIB-II, Case Diagrams 
	Chapter 6

	10/10-10/14
	Network Management Functions - Security 
1. Security Management 

2. Protecting Sensitive Information 

3. Host and User Authentication 

4. Key Management 
	Chapter 13.3-13.6

	10/17-10/21
	Simple Network Management Protocol - SNMP v3 
1. Version 3 Protocol & MIB 
	Chapter 7

	10/24-10/28
	Simple Network Management Protocol - SNMP v3 
1. User Based Security Model 

2. View Based Access Model 
	Chapter 7

	10/31-11/4
	Network Management Functions - Accounting & Performance 
1. Accounting Management 

2. Performance Management 

3. Network Usage, Metrics and Quotas 
	Chapter 13.3-13.6

	11/7-11/11
	Remote Network Monitoring RMON 1 
1. Statistics Collection 

2. Alarms and Filters 
	Chapter 8

	11/14-11/18
	Remote Network Monitoring RMON 2 
1. Monitoring Network Protocol Traffic 

2. Application-Layer Visibility 
	Chapter 8

	11/21-11/25
	Management Tools, Systems and Applications 
1. Test and Monitoring Tools 

2. Integrating Tools 

3. Development Tools 

4. Web-based Enterprise Management
	Chapter 12, 13, and 14

	11/28-12/2
	Work on Final Project and Presentation
	Textbooks, periodicals, Internet

	12/5-12/9
	Work on Final Project and Presentation
	Textbooks, periodicals, Internet


